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POLICY:
In order to protect the privacy and proper use of health information, the HIPAA Privacy Rules require that the Western Michigan University Group Health Plan (“Plan”) provide for adequate separation between the Plan and its sponsor.  This means that members of the workforce who have legitimate need for PHI for Plan administration duties have access to such information, but that employees who perform other functions do not.  

PROCESS:

1.
The classes of employees and other persons under the control of Western Michigan University who require access to PHI in the ordinary course of business in connection with plan administration functions are listed on Appendix A. 

This list includes every employee or class of employees or other workforce members under the control of the Plan Sponsor who may receive Plan participants' PHI relating to payment under, health care operations of, or other matters pertaining to the Plan in the ordinary course of business. 

2.
The employees, classes of employees or other workforce members identified above will have access to PHI only to perform the Plan administration functions.  In all instances, these employees and workforce members will comply the Privacy Rules and the policies implementing the Rules.

3.
The term “Plan administration functions” means administration functions performed by Western Michigan University on behalf of Plan but does not include employment-related functions or functions performed by Western Michigan University on behalf of any other benefit or benefit plan of Western Michigan University.

4.
Access to and use of PHI shall be limited to members of the workforce who are listed on Appendix A. PHI shall not be disclosed to any employee of Western Michigan University for purposes of employment matters, decisions regarding benefits under benefit plans other than the Plan, or other decisions regarding the individual who is the subject of the PHI, unless the individual has signed an authorization permitting such use or disclosure.  (See Policy 17.)

5.
Workforce members who perform multiple functions for Western Michigan University that include Plan administrative functions may not use or disclose PHI in connection with any employment-related decision or decision regarding benefits under benefits plans other than Plan without the signed authorization of the individual who is the subject of the PHI.  

6.
The employees, classes of employees or other workforce members identified in paragraph 1 are subject to disciplinary action and sanctions, including termination of employment or affiliation with the Plan Sponsor, for any use or disclosure of PHI in violation of the Privacy Rules or the policies implementing the Rules.  

7.
Western Michigan University will promptly report any breach, violation or noncompliance to the Plan and will cooperate with the Plan to correct the breach, violation or noncompliance; to impose appropriate disciplinary action or sanctions on each employee or other workforce member causing the breach, violation or noncompliance; and to mitigate known harm resulting from the breach, violation or noncompliance. 
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