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Policy Regarding 
Verification of Identity of Entities Requesting Use or Disclosure

 of Protected Health Information
POLICY:
In the normal course of business and operations, the Western Michigan University Group Health Plan (“Plan”) will receive many requests to disclose protected health information for various purposes.  Pursuant to the HIPAA Privacy Rules, the Plan will ensure that appropriate and required steps are taken to verify the identity and authority of individuals and entities requesting protected health information.

PROCESS:

1. In verifying the identity and legal authority of a public official or a person acting on behalf of the public official requesting disclosure of protected health information, the Plan may rely on the following, if such reliance is reasonable under the circumstances, when  disclosing protected health information:

(a) documentation, statements, or representations that, on their face, meet the applicable requirements for a disclosure of protected health information;

(b) presentation of an agency identification badge, other official credentials, or other proof of government status if the request is made in person;

(c) a written statement on appropriate government letterhead that the person is acting under the government's authority;

(d) other evidence or documentation  from an  agency, such as a contract for services, memorandum of understanding, or purchase order, that establishes that the person is acting on behalf of the public official;

(e) a written statement of the legal authority under which the information is requested;

(f) if a written statement would be impracticable, an oral statement of such legal authority;

(g) a request that is made pursuant to a warrant, subpoena, order, or other legal process issued by a grand jury or a judicial or administrative tribunal that is presumed to constitute legal authority.

2. When verifying the identity and legal authority of a person who is not a public official or a person acting on behalf of a public official, the Privacy Officer will obtain written documentation of the requester’s identity and legal authority prior to release of protected health information.  

(a)
The provisions of this paragraph apply to requests for disclosure of PHI by all third parties including a request made by a person who represents himself or herself to be an employee of 

Western Michigan University if that person is not known to be employed in the department with responsibility for Plan administration.   

(b)
Prior to disclosing PHI to an individual about the individual, the following information must be provided:

· Individual’s name

· Subsciber ID or Social Security Number

· Date of birth of the person about whom the PHI relates

· If the date of birth does not match internal records, the caller must provide the individual’s address and home phone number

(c) Prior to disclosing PHI to an employee about a dependent of the employee, all information set forth in (b) must be provided, both with respect to the employee and his/her dependent.  Consult Policy 25 regarding Disclosures to Family and Friends.

(d)
When appropriate and advisable, additional verification may be required, such as a driver’s license or other photo identification, letters of authority, confirmation of identity by a third party satisfactory to the person verifying the information, and such other procedures as are determined by the Privacy Officer to be reasonable in the circumstances.

3. Personnel will report any discrepancies in the verification of the identity and/or legal authority of an individual or entity requesting protected health information to the Privacy Officer in a timely manner.

4. Once it is determined that use or disclosure is appropriate, personnel with appropriate clearance will access the individual’s protected health information using proper authorization procedures.

5. The requested protected health information will be delivered to the individual in a secure and confidential manner, such that the information cannot be accessed by employees or other persons who do not have appropriate access clearance to that information.

6. The Plan will appropriately document the request and delivery of the protected health information for all instances in which an accounting of disclosures is required if requested by the individual.

7.
In the event that the identity and legal authority of an individual or entity requesting protected health information cannot be verified, personnel will refrain from disclosing the requested information and report the case to the Privacy Officer in a timely manner.
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