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Policy Regarding
Document and Record Maintenance
and Retention Policy
POLICY:
The HIPAA Privacy Rules impose requirements regarding the maintenance and retention of documents and records.  Accordingly, it is the policy of the Western Michigan University Group Health Plan (“Plan”) to retain the records and documents in accordance with the Privacy Rules, as follows.

PROCESS:

1. In implementing a change in the Notice of Privacy Practices, the Plan will:

(a) Ensure that the policy or procedure, as revised to reflect a change in the Plan’s privacy practice, complies with the standards, requirements, and implementation specifications of the Privacy regulations;
(b) Document the policy or procedure as revised; and
(c) Revise the notice to state the changes in practice and make the revised notice available (see Policy 5–Notice of Privacy Practices);

(d) The Plan will not implement a change in policy or procedure prior to the effective date of the revised notice.

The Plan may change policies or procedures that do not affect the content of the Notice of Privacy Practices, provided that the policy or procedure complies with the Privacy regulations and is documented as required in this policy.

2. All documents listed below will be retained for six years from the date created or the last effective date, whichever is later:

(a)
Plan documents;

(b)
Policies on uses and disclosures or protected health information;

(c)
Minimum necessary policies and procedures and protocols for PHI use and routine disclosures and requests;

(d)
Signed authorizations;

(e)
Notice of Privacy Practices;

(f)
Documentation regarding the following individual rights:

· the Designated Record Set that is subject to inspection and copying by an individual and the name or title of the persons or offices responsible for receiving and processing the requests;

· records and documents relating to an individual’s request for access to PHI and the Plan’s response;

· subject to Paragraph 3, records and documents relating to an individual’s request for amendment to PHI and the Plan’s response.

· the name or title of the persons or offices responsible for receiving and processing individual requests for amendment of PHI;

· documentation of any agreed-upon restrictions on the PHI use or disclosure requested by an individual;

· records and documents relating to an individual’s request for restrictions on the use and disclosure of PHI and the Plan’s response;

· the name or title of the persons or offices  responsible for receiving and processing individual requests for an accounting of PHI disclosures;

· records and documents relating to an individual’s request for an accounting of disclosures and the Plan’s response;

· records of PHI disclosures for purposes other than treatment, payment or health care operations which must be made available to an individual for six years after the request date and written accountings provided to individuals. 

· records and documents relating to an individual’s request for confidential communications of PHI and the Plan’s response;

(g)
Individual complaints and outcomes;

(h)
Records of sanctions imposed on employees, agents, subcontractors or business associates;

(i)
Information on whether an entity is a hybrid or affiliated entity or an organized health care arrangement; and

(j)
Business associate contracts.

(k)
Employee training manuals and procedures;

(l)
Plan sponsor certifications to the health plan regarding plan amendments and firewalls.

3. Documents and records reflecting amendments to PHI, an individual’s statement of disagreement or other link to PHI shall be retained in the Designated Record Set for as long as the PHI to which it relates is retained.
4. The Privacy Officer shall be responsible for document retention in accordance with this Policy.

5. Documents retained in electronic form shall meet the guidelines issued by the Department of Labor regarding documentation under ERISA.   Specifically, the Plan shall implement a system to provide for:

(a)
Reasonable controls to ensure integrity, accuracy, authenticity and reliability;

(b)
Maintaining records in safe and accessible place, capable of being readily inspected;

(c)
Records readily convertible to legible paper;

(d)
No compromise of the Plan’s ability to comply with the HIPAA Privacy Rules; and

(e)
Adequate record management practices, e.g., practices to ensure that documents are labeled adequately and stored securely, backup electronic copies are made and paper copies are kept for records that cannot be clearly, accurately and completely transferred to electronic media.
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