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Health Plan Policy re Complaints


Policy Regarding
Complaints About Privacy Violations
POLICY:
Pursuant to the HIPAA Privacy Rules, it is the policy of the Western Michigan Group Health Plan (“Plan”) to accept complaints from participants who believe that the Plan has not properly respected their privacy, and to thoroughly investigate and resolve them.

PROCESS:

1. The Western Michigan University HIPAA Privacy Officer (“University Privacy Officer”) is responsible for accepting all participants’ complaints about alleged privacy violations.  The Plan requires all complaints to be in writing.  If a complaint comes over the telephone, the University will inform the participant to send it in writing.  This can be hard copy or electronic, as the participant wishes (See Form A.)  If a participant wishes to remain anonymous, that request will be accommodated to the extent practicable.

2. The University Privacy Officer will keep documentation of participant complaints for at least six years (See Policy 32).  These will be stored, along with information about the investigation and resolution of the complaint, in records maintained by the University Privacy Officer.
3. The University Privacy Officer will investigate privacy complaints as soon as practicable after receipt.  The University Privacy Officer has discretion to conduct the investigation in the manner considered reasonable and logical in light of the nature of the complaint.  Generally, the University Privacy Officer will do at least the following in order to investigate a complaint:

(a) Talk to the person in the office whom the participant thinks violated the participant’s privacy.

(b) Review records relating to the participant’s complaint.

(c) Talk to other office staff about the participant’s concern.

(d) Talk to the participant.

(e) Review any information or evidence that the participant presents in support of the claim of a violation of privacy.

4. Based upon the results of the investigation, the University Privacy Officer will determine whether the participant’s complaint is substantiated.  If the complaint is not substantiated, the University Privacy Officer will notify the participant in writing.  (See Form B.)  If it is substantiated, the University Privacy Officer will notify the participant in writing (see Form C) and will determine the steps necessary to resolve the issue so that it does not recur.

5. In determining the steps necessary to resolve a substantiated privacy complaint, the University Privacy Officer will consider at least the following points:

(a) The cause of the privacy violation;

(b) If the violation was caused by a failure to comply with existing policy, the University Privacy Officer will report the issue to the Director of Human Resource Services for action as a human resources disciplinary matter.

(c) If the problem was caused by a lack of an appropriate policy, or an inadequate policy, the University Privacy Officer will consult with the Plan’s Privacy Officer to determine how the policy should be changed, or if a policy needs to be developed.  If policy revisions or new policies are needed, the University Privacy Officer will work with the Plan’s Privacy Officer to accomplish that.

(d) If a business associate was involved in the violation, the University Privacy Officer will determine the steps necessary to prevent the violation from recurring.  The University Privacy Officer will consult with the Plan’s Privacy Officer, who will obtain approval from management before any business associate contracts are amended or terminated.

(e) If the privacy violation caused harm, the University Privacy Officer will determine the steps necessary to mitigate that harm.  The University Privacy Officer will consult with the Plan’s Privacy Officer to accomplish the steps.

6. The Plan will not retaliate against any participant for making a complaint regarding unlawful use or disclosure of PHI.

7. Once a resolution of a complaint is determined, the University Privacy Officer and the Plan’s Privacy Officer will work cooperatively to take the steps identified as necessary for the resolution.

8. If new policies or procedures are put into place as part of the resolution, the Plan’s Privacy Officer will conduct mandatory training for the workforce regarding them.

9. The University Privacy Officer will monitor whether the resolution is working to improve the Plan’s privacy protections.  The University Privacy Officer will report to the Plan’s Privacy Officer on the results of the monitoring.  If the University Privacy Officer discovers continued problems through monitoring, the University Privacy Officer and the Plan’s Privacy Officer will work cooperatively to fix the problems.

10. Documents relating to privacy complaints and the resolution by the Plan will be retained for six years.

Western Michigan University HIPAA Privacy Officer

Office of the General Counsel

Western Michigan University

1903 West Michigan Avenue

Kalamazoo, MI 49008-5423

Participant Complaint of Possible Privacy Violation

As a participant in the Western Michigan University Group Health Plan (“Plan”), you have the right to make a complaint if you have a good faith belief that your protected health information has been used or disclosed in a manner that violates the Privacy Rules.  In order to facilitate the investigation into your complaint, we ask you to provide the following information in as complete and detailed form as possible:

1.
In what manner do you believe that protected health information was used or disclosed in violation of the Privacy Rules?

____________________________________________________________________________________________________________________________________________________________

2.
Date of use or disclosure:   










3.
Name(s) of person(s) responsible for use or disclosure:  ______________________________________________________________________________

4.
Name(s) of person(s) with knowledge about the use or disclosure:  ______________________________________________________________________________

5.
Have you been harmed or affected in any way as a result of the use or disclosure?  Do you have a concern that you are at risk of being harmed or affected by the use of disclosure?  If so, please state in detail the effects or possible consequences of the use or disclosure:

____________________________________________________________________________________________________________________________________________________________

6.
Are there any steps you would like us to take in order to correct or avoid the effects that you have identified above?  If so, please state in detail what you request that we do:

____________________________________________________________________________________________________________________________________________________________

7.
Please set forth any other information regarding this that you believe would help us to investigate your complaint or remedy a possible violation:

____________________________________________________________________________________________________________________________________________________________

Date:  _________________


Signature:  













Print name:













Department and contact information:

[Participant Address Information]

Dear [name of participant]:


We received and investigated your complaint of [date].  In that complaint, you reported that you believed that protected health information about you had been used or disclosed in an unlawful manner, in the following way:  

______________________________________________________________________________


After investigation, we have determined that no violation of the Privacy Rules occurred, for the following reasons:

____________________________________________________________________________________________________________________________________________________________


[State whether the use or disclosure did not occur, or, if it did occur, explain why the use or disclosure was not unlawful.]


Thank you for your report.  







[signature block]

[Participant Address Information]

Dear [name of Participant]:

We received and investigated your complaint of [date].  In that complaint, you reported that you believed that protected health information about you had been used or disclosed in an unlawful manner, in the following way:  

______________________________________________________________________________

After investigation, we have determined that your complaint was justified, and that the following occurred:

______________________________________________________________________________

We have taken the following steps to correct this problem:

[Set forth internal steps to ensure that problem will not recur.]


You asked that we correct the effects of the use or disclosure by [repeat request if made].  The Privacy Rules require us to take steps to mitigate known harmful effects of an unlawful use or disclosure to the extent practicable.  Accordingly, we have taken the following measures:


Thank you for your report.  Please accept our apologies for this occurrence.  








[signature block] 
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