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POLICY:
The HIPAA Privacy Rules permit certain incidental uses and disclosures of Protected Health Information (PHI).  Accordingly, it is the policy of the Sindecuse Health Center (SHC) to comply with the limitations set forth in the Rules. The provisions regarding incidental use and disclosure were adopted to ease the day-to-day functioning of persons who deal with PHI on a regular basis, but do not provide license for employees to disregard privacy obligations.  The rules that must be followed are grounded in common sense.
PROCESS:

1.
Incidental disclosures are disclosures of PHI that: 

(a)
occur as a by-product of a permissible use or disclosure; 

(b)
are limited in nature; and 

(c)
cannot be prevented through the use of reasonable measures.  

2.
Incidental disclosures do not violate the Privacy Policies as long as:

(a)
reasonable safeguards were taken to prevent the incidental disclosure; and
(b)
the disclosure resulted from a use or disclosure that is otherwise permissible under SHC’s privacy policies, including the Policy Regarding Use and Disclosure of Minimum Necessary Protected Health Information.

3.
Workforce members must take all reasonable measures to avoid use or disclosure of PHI to persons who have no responsibilities or duties that require access to PHI.  For example:

(a)
designated personnel with treatment responsibilities will reasonably safeguard PHI to limit the incidental uses and disclosures made to that which is necessary to carry out their treatment responsibilities.  Such limitations may include:  



i)
to the extent possible, limit discussions about patients with other health care providers to areas that are reasonably secure and not open to the public;


ii)
avoid discussions about PHI in the elevator, cafeteria and other public places;


iii)
to the extent possible, avoid using PHI on boards in triage areas or other areas to communicate patient status to health care professionals.  Where such boards must be used, use the patient’s initials rather than the patient’s name.  Limit other information to the minimum necessary;


iv)
for clinic and other sign-in logs, limit incidental disclosure of patient’s name by blocking it out after the patient has been called.  If the log is retained, remove the sheets periodically and store in area not open to the public.  Do not request diagnosis or treatment information on the sign in log; 

v)
speak quietly when discussing PHI in connection with your job responsibilities;

vi)
protect the patient’s chart with a cover;

vii)
keep curtains pulled, or doors closed, during examination and treatment;

viii)
mail test results to patient in a sealed envelope rather than on a post card.

(b)
Designated personnel with billing, collections, or health care operations responsibilities will reasonably safeguard PHI to limit the incidental uses and disclosures made to that which is necessary to carry out their responsibilities.  Such limitations may include:  
i)
speak quietly when discussing PHI in connection with your job responsibilities;

ii)
to the extent possible, avoid using individuals’ names, health benefit claims histories, treatment histories, and diagnoses when discussing PHI within the work place; 

iii)
avoid leaving work papers containing PHI on desks or other surfaces in plain view of others;

iv)
keep records, papers and other materials in file cabinets or drawers when not in immediate use.

4.
The following measures are considered reasonable with respect to the prevention of incidental disclosures and shall be followed when applicable:

(a)
Compliance with the Minimum Necessary Policy.
 

(b)
Compliance with the Policy Regarding Administrative, Physical and Technical Safeguards.
   

Regulatory Authority:  


Final Privacy Rule:
 45 C.F.R. §§164.502 (a) and (b); 164.514 (d) and 164.530(c)(2)

Related Policies/Procedures:


· Policy Regarding Use and Disclosure of Minimum Necessary Protected Health Information.

· Policy regarding Administrative, Technical and Physical Safeguards

History:


Adopted:

April 8, 2003


Effective Date:
April 14, 2003

4/10/2003
2 

A.6-Incidental disclosures.DOC

