
SANCTIONS FOR VIOLATIONS OF THE PRIVACY RULES 

OR POLICIES AND PROCEDURES

SINDECUSE HEALTH CENTER HIPAA POLICY

WESTERN MICHIGAN UNIVERSITY 

POLICY:
Pursuant to the HIPAA Privacy Rules, the Sindecuse Health Center (SHC) must have and apply appropriate sanctions against members of the workforce who fail to comply with SHC’s privacy policies and procedures or the Privacy Rules.  Sanctions are necessary and appropriate to underscore the importance of SHC’s privacy obligations, and the risk of civil and criminal penalties for noncompliance with the Privacy Rules.  There are only limited exceptions to the requirement that SHC have and apply sanctions.  Accordingly, employees are subject to discipline up to and including discharge in accordance with the terms of this policy.

PROCESS:

1.
All workforce members are required to comply with the privacy policies issued by SHC.  In addition, workforce members are expected to report known or suspected violations of privacy policies by others.  Reports of violations should be in writing (see Form A attached) and directed to:
Gladys Wierenga, RHIA

Privacy Officer




Sindecuse Health Center

Western Michigan University

Kalamazoo, MI  49008-5445
2.
SHC will maintain an “open-door policy” at all levels of management to encourage members of the workforce to report problems and concerns.

3.
The Privacy Officer shall conduct an investigation whenever there is a credible allegation that a violation of privacy policies has occurred and shall recommend appropriate sanctions for such violations, if any.  

4.
The Privacy Officer, or his or her designee, shall be responsible for including this policy regarding sanctions in all training concerning the Privacy Rules.  

5.
Managers and supervisors may be sanctioned for failure to adequately instruct their subordinates, or for failing to detect non-compliance with applicable Privacy Policies, where reasonable diligence on the part of the manager or supervisor would have led to the discovery of any problems or violations and provided an opportunity to correct them earlier.

6.
Sanctions for workforce members may include, but are not limited to: retraining, verbal warnings, written warnings, paid and unpaid suspensions, exclusion from the premises, loss of privileges and/or benefits, demotion, and termination, in accordance with applicable personnel policies. 

7.
There are exceptions to SHC’s obligation to sanction workforce members for violations.  No sanctions or retaliatory actions shall apply to: 
(a)
any member of SHC workforce who opposes actions that violate the Privacy Rules as follows:

(i)
filing a complaint with the Secretary of Health and Human Services, or with the Privacy Officer regarding a privacy violation;

(ii)
testifying, assisting, or participating in any official investigation, compliance review, proceeding, or hearing under the Administrative Simplification provisions of the Social Security Act (including the Privacy Regulations, Security Rule, and Transaction Code Standards); or

(iii)
opposing any act or practice that violates the Privacy Regulations, as long as the member of the workforce doing so believes in good faith that the act or practice is unlawful, and the manner of the opposition is reasonable and does not involve making a disclosure of Protected Health Information (PHI) that violates the Privacy Policies.

(b)
any member of the SHC workforce who believes in good faith that SHC has engaged in conduct that is unlawful or otherwise violates professional standards, or that the care, services or conditions provided by SHC potentially endanger patients, workers, or the public shall not be sanctioned for disclosing PHI to the following:

(i)
a health oversight agency or public health authority authorized by law to investigate or oversee the conduct of SHC, or to an appropriate health care accreditation organization for the purpose of reporting the alleged misconduct;



(ii)
an attorney retained by or on behalf of the workforce member for the purpose of determining the legal options that the member has with regard to the alleged illegal conduct.

(c)
any workforce member who is a victim of a crime and discloses PHI to a law enforcement official, provided that the PHI is about a suspected perpetrator of the criminal act; and limited to the perpetrator’s name, address, date and place of birth, social security number, ABO blood type and Rh factor, type of injury, date and time of treatment, date and time of death, if applicable, and description of distinguishing physical characteristics, including height, weight, gender, race, hair and eye color, presence or absence of facial hair, scars, and tattoos.  

8.
The Privacy Officer, in conjunction with Risk Manager and Director, is responsible for determining the severity of sanctions necessary. The Vice President for Student Affairs, Human Resources, University General Counsel, and/or the Office of Institutional Equity will be consulted as necessary.

9.
Compliance with the Privacy Policies shall be considered when evaluating an employee for hiring, promotion, demotion, termination, and bonuses.  

10.
All workforce members and applicants shall certify in writing that they have read SHC’s privacy policies, including this policy regarding sanctions for privacy violations, and agree to be bound thereby.  Documentation shall be retained for six years. 
11.
Records relating to sanctions of employees must be made and retained for a period of at least 6 years from the date of creation or the date last in effect, whichever is later.

Regulatory Authority:  
Final Privacy Rule:
 45 C.F.R. §164.530(e)

Related Policies/Procedures:


· Policy Regarding Workforce Training as to Privacy of Health Information

· Acknowledgement of Training, Form

· Confidential Privacy Violation Report, Form

History:


Adopted:

April 8, 2003


Effective Date:
April 14, 2003

CONFIDENTIAL PRIVACY VIOLATION REPORT

Please return this form to:



Gladys Wierenga, RHIA
Privacy Officer

Sindecuse Health Center

Western Michigan University

Kalamazoo, MI  49008-5445
Please complete the following:

Today's date:  












Name:  













Position:  













Name of the employee or workforce member involved, if any:  






Describe your concerns.  If this report concerns a specific incident or conduct, please provide the names of the employee(s) involved, the names of any witnesses, and pertinent dates, if possible: 
Signature/Printed Name                                                                    
Date



 

Phone______________________
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