VERIFICATION OF IDENTITY AND AUTHORITY BEFORE DISCLOSING Protected health information

sindecuse health center HIPAA POLICY
WESTERN MICHIGAN UNIVERSITY 

Policy:
The Sindecuse Health Center (SHC) will verify the identity and legal authority of persons requesting disclosure of Protected Health Information (PHI) before PHI is released as required under 45 C.F.R. §164.514(h) and other applicable laws and regulations.

Process:

1. The Privacy Officer or designee will receive requests for PHI.  Requests received by another person or department will be forwarded promptly and in a reasonably secure and confidential manner to the designated person for review.  

2. In verifying the identity and legal authority of a public official or a person acting on behalf of the public official requesting disclosure of PHI, the Privacy Officer or designee may rely on the following, if such reliance is reasonable under the circumstances:

(a) documentation, statements, or representations that, on their face, meet the applicable requirements for a disclosure of PHI;

(b) presentation of an agency identification badge, other official credentials, or other proof of government status if the request is made in person;

(c) a written statement on appropriate government letterhead that the person is acting under the government's authority;

(d) other evidence or documentation from an agency, such as a contract for services, memorandum of understanding, or purchase order, that establishes that the person is acting on behalf of a public agency or official;

(e) a written statement of the legal authority under which the information is requested;

3.
When verifying the identity and legal authority of a person who is not a public official or a person acting on behalf of a public official, the Privacy Officer or designee receiving a request from a third person or entity for use or disclosure of PHI will obtain written documentation of the requester’s identity and legal authority prior to release of PHI.  Verification may include request and examination a driver’s license or other photo identification, letters of authority, confirmation of identify by a third party satisfactory to the person verifying the information, and such other procedures as are determined by the Privacy Officer to be reasonable in the circumstances. The provisions of this paragraph apply to requests for disclosure of PHI by all third parties if such party is not known to SHC to have the responsibility and authority for obtaining PHI for the purpose identified.

4.
Designated personnel will promptly report any discrepancies in the verification of the identity and/or legal authority of an individual or entity requesting PHI to the Privacy Officer. No disclosure or use by the individual requesting PHI may be made until the Privacy Officer has verified identify or legal authority. 
5.
Other personnel designated by the Privacy Officer also exercise professional judgment to make decisions about the use or disclosure of PHI and in accordance with this or another specific HIPAA policy applicable in the following circumstances:   

(a) a use or disclosure of directly relevant PHI to family members, other relatives, a close friend or others involved in the individual's care, any person identified by the individual but only to the extent of the family member, relative or other person’s involvement in the individual’s care or payment for the individual’s care. 

(b) a use or disclosure, made in an effort to locate and notify a family member, personal representative or other individual responsible for the individual’s care, of the individual’s location, general condition or death.

(c) a use or disclosure, based on a good faith belief that making a disclosure is needed in order to prevent or lessen a serious threat to health or safety of a person or the public and the disclosure is made to a person reasonably able to prevent or lessen the threat, including the person threatened, or a public office in law enforcement.  The Privacy Officer or designee shall be notified before any disclosure pursuant to this paragraph is made.

6.
Once it is determined that use or disclosure is appropriate, designated personnel with appropriate access clearance will access the individual’s PHI using proper access and authorization procedures.  
7.
The requested PHI will be delivered to the requesting individual in a reasonably secure and confidential manner.

8.
Designated personnel responsible for releasing the information will appropriately document the request and delivery of the PHI.  

9.
In the event that the identity and legal authority of an individual or entity requesting PHI cannot be verified, personnel will refrain from disclosing the requested information and report the case to the Privacy Officer or designee.

10.
Questions about this policy that cannot be resolved by the Privacy Officer should be directed to the Risk Manager, Director, or University Privacy Officer.

Regulatory Authority:  

· 45 C.F.R. §164.514(h), §164.510(b)(1)(ii), and §164.510(b)(2) and (3).

Related Policies/Procedures:

· Disclosing Protected Health Information for Judicial and Administrative Release

· Patient’s Right to Opt Out or Object to Disclosures to Family Members and Others and for Use in a Facility Directories
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