
DISCLOSURE OF PROTECTED HEALTH INFORMATION FOR LAW ENFORCEMENT RELEASE

SINDECUSE HEALTH CENTER HIPAA POLICY
WESTERN MICHIGAN UNIVERSITY 

POLICY:
The Sindecuse Health Center (SHC) may use or disclose Protected Health Information (PHI) to a law enforcement official conducting or supervising a law enforcement inquiry or proceeding according to the following Policy.

I.
IDENTIFICATION OF SUSPECTS, WITNESSES, AND MISSING PERSONS 

A. 
In response to a law enforcement official’s request for such information to assist in identifying or locating a suspect, fugitive, material witness, or missing person, SHC may disclose PHI, but only as described in item D below.

B. 
SHC may not initiate disclosures to law enforcement officials without a request.  SHC may only respond to requests by law enforcement officials.

C. 
Requests by law enforcement officials may be written or oral. Media appeals for assistance, “wanted” posters, and other public announcements qualify as oral requests.    

D. 
In making disclosures under this section, SHC may disclose only the following: 

1.
Name and address; 

2.
Date and place of birth; 

3. 
Social security number; 

4. 
ABO blood type and Rh factor; 

5.  
Type of injury; 

6. 
Date and time of treatment; 

7.  
Date and time of death, if applicable; and 

8.  
A description of distinguishing physical characteristics, including height, weight, gender, race, hair and eye color, presence or absence of facial hair (beard or moustache), scars, and tattoos. 

E. 
SHC shall not disclose PHI related to an individual's DNA or DNA analysis, dental records, or typing, samples or analysis of body fluids or tissue. 

II.
VICTIMS OF A CRIME 

A. 
In response to a law enforcement official’s request for information about an individual who may be the victim of a crime, SHC may disclose PHI if the following conditions are met: 

1. 
If the individual agrees to the disclosure; or 

2. 
If the individual is unable to agree to the disclosure because of incapacity, a law enforcement official states that disclosure is necessary for an immediate law enforcement action, the information will not be used against the individual, and in the exercise of professional judgment SHC determines that disclosure is in the best interests of the individual.  

B. 
SHC may not initiate disclosures without a request from a law enforcement official, it may only respond to requests by law enforcement officials. 

C. 
An individual’s agreement to release PHI may be oral, and does not need to satisfy the requirements of an authorization.    

D. 
If an individual is both a victim and a suspect, SHC shall treat the individual as a suspect, and release only the PHI set forth, above in Part I of this Policy.  

E.  
SHC personnel, when providing emergency health care in response to a medical emergency outside the scope of their employment duties, may disclose PHI to a law enforcement official if such disclosure appears necessary to alert law enforcement to:




1.
The commission and nature of a crime;




2.
The location of such crime or of the victim(s) of such crime; and

3.
The identity, description, and location of the perpetrator of such 

crime.

F.
This section does not apply to victims of child abuse or victims of abuse, neglect, or domestic violence.  In such cases, the provisions of the Policy Regarding Disclosure of PHI About Victims of Abuse, Neglect, or Domestic Violence shall apply.  

III.
DECEDENTS 

SHC may disclose PHI about an individual who has died to a law enforcement official for the purpose of alerting the law enforcement official about the death of the individual, if SHC has a suspicion that such death may have resulted from criminal conduct.    

IV.
CRIME ON PREMISES 
SHC may disclose PHI to a law enforcement official that SHC believes in good faith constitutes evidence of criminal conduct that occurred on the premises of SHC. 

Regulatory Authority:  Final Privacy Rule:  45 C.F.R. §164.512(f) and  §164.512(c).

Related Policies/Procedures:

· Disclosure of Protected Health Information for Public Health Release

· Disclosure of Protected Health Information About Victims of Abuse, Neglect, or Domestic Violence

· Disclosure of Protected Health Information for Specialized Government Functions

· Verification of Entities Requesting Use or Disclosure of Protected Health Information

· Disclosure of Protected Health Information About Decedent

· SHC:  Subpoena for Information Policy
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