DE-IDENTIFICATION OF HEALTH INFORMATION

SINDECUSE HEALTH CENTER HIPAA POLICY
WESTERN MICHIGAN UNIVERSITY 

POLICY:
De-identified information is information that has been stripped of elements that may identify the patient, such as name, birth date, or social security number.  The Sindecuse Health Center (SHC) will, from time to time, use de-identified data for various operations purposes such as utilization review.  In doing so, we will use appropriate administrative and technical processes to de-identity Protected Health Information (PHI), as well as to secure any methods of re-identification, as required under 45 C.F.R. §164.514(a) and other applicable federal and state laws and regulations.

PROCESS:


1. SHC may create, use and disclose to a business associate de-identified information for the following purposes:

(a) Benchmarking with other facilities

(b) Quality Review

(c) Research Studies

(d) Utilization Management

(e) Peer Review

(f) Credentialing Medical Staff and other allied health professionals that have delineated clinical privileges or other practice privileges
(g) Copies for Educational Purposes

(h) Marketing/Business Development

2. De-identification of information will be performed only under the close supervision of the Privacy and Security Officers, who  shall have appropriate knowledge of and experience with generally accepted statistical and scientific principles and methods for rendering information not individually identifiable.  

3. SHC will not use or disclose the code or other means of record identification or mechanism used to re-identify health information for any other purpose than the following SHC internal operations:

(a) Quality Review

(b) Peer Review

(c) Credentialing Medical Staff and other allied health professionals that have delineated clinical privileges or other practice privileges

4. De-identified information will not be used or disclosed if members of SHC workforce creating or disclosing the information, or any other members of SHC workforce, have actual knowledge that the information could be used alone or in combination with other information to identify an individual who is a subject of the information. 

5.
HIPAA Privacy Team will make decisions as to whether PHI should be de-identified.

6.
The following individually identifying elements will be removed or otherwise concealed from PHI in order to create de-identified information:

(a) Names;

(b) All elements of dates (except year) for dates directly related to an individual, including:

· birth date

· visit date

· admission date

· discharge date

· date of death

· all ages over 89

· all elements of dates (including year) indicative of ages over 89, except that such ages and elements may be aggregated into a single category of age 90 or older;

(c) Telephone numbers;

(d) Fax numbers;

(e) Electronic mail addresses;

(f) Social security numbers;

(g) Medical record numbers;

(h) Health plan beneficiary numbers;

(i) Account numbers;

(j) Certificate/license numbers;

(k) Vehicle identifiers and serial numbers, including license plate numbers;

(l) Device identifiers and serial numbers;

(m) Web Universal Resource Locators (URLs);

(n) Internet Protocol (IP) address numbers;

(o) Biometric identifiers, including finger and voice prints;

(p) Full face photographic images and any comparable images; 

(q) All geographic subdivisions smaller than a State, including

· street address

· city

· county

· precinct

· zip code, and their equivalent geocodes

(r) Any other unique identifying number, characteristic, or code

(s) The initial three digits of a zip code may be used if, according to the current publicly available data from the Bureau of the Census: (1) The geographic unit formed by combining all zip codes with the same three initial digits contains more than 20,000 people; and (2) The initial three digits of a zip code for all such geographic units containing 20,000 or fewer people is changed to 000).

7.
The following process will be used for purposes of removing identifying elements from PHI:

(a) An initial screening of the request for PHI;

· Reason for use

· Need for use

· Minimal amount necessary

(b) Black line paper copies;

(c) Black out PHI with grease markers;

(d) Removing from requested report/screen;

(e) Make up separate reports de-identifying PHI.

8.
If any of the listed identifiers are not removed, then the information will only be disclosed when the HIPAA Privacy Team]: 

(a) determine that the risk is very small that the information could be used, alone or in combination with other reasonably available information, by an anticipated recipient to identify an individual who is a subject of the information, and

(b) document the methods and results of the analysis that justify such determination.

9.
The code or other means of record identification used to re-identify information will not be derived from or related to information about the individual or otherwise be capable of being translated so as to identify the individual or be disclosed for any purpose.

Regulatory Authority:
45 C.F.R. §164.514(a)
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Identification of Routine Health Information as PHI

Minimum Necessary Use & Disclosure of PHI
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