DATA USE AGREEMENT

SINDECUSE HEALTH CENTER

WESTERN MICHIGAN UNIVERSITY

This Data Use Agreement (“Agreement”) is made and entered into between Sindecuse Health Center (SHC), having a principal place of business at Western Michigan University, Kalamazoo, MI  49008-5445, and ____________________________ (“Data User”) having its principal place of business at

_____________________________________________________________________________.

RECITALS:

The SHC is a “covered entity” within the meaning of the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”), and the standards for the Privacy of Individually Identifiable Health Information (“Privacy Rule”) promulgated by the Department of Health and Human Services (“DHHS”) pursuant thereto.

SHC will provide Data User with a limited data set of information for research, public health, or health care operations purposes.

The Privacy Rule requires that a covered entity enter into a data use agreement as a prerequisite to disclosing a limited data set.

For the foregoing reasons, the SHC and Data User desire to enter into an agreement that complies with all the requirements of the Privacy Rule regarding use of a limited data set.

NOW THEREFORE, in consideration of the foregoing and of the mutual promises contained herein, the SHC and Data User agree as follows:

I.
DEFINITION OF TERMS

Any terms used in this Agreement that are defined in the Privacy Rule shall have the same meaning when used in this Agreement as they have in the Privacy Rule.

II.
OBLIGATIONS OF DATA USER

(a) Data User is authorized to use the limited data set as necessary and appropriate to perform the following purposes authorized by the Privacy Rule:

[insert description of purposes for which Data User can use the limited data set – e.g. description of research project, description of public health purpose, or description of health care operations purpose etc.]
(b) The following individuals at the Data User are authorized to receive and use the limited data set:

[insert names of authorized recipients and users]
(c) Data User agrees to not use or further disclose the limited data set other than as permitted or required by this Agreement or as required by law.

(d) Data User agrees to use appropriate safeguards to prevent use or disclosure of the limited data set other than as provided for by this Agreement. 

[“Appropriate safeguards” include, but are not limited to, physical, administrative and technical safeguards such as locking cabinets or rooms where the limited data set is housed, using computer passwords or other security measures to prevent unauthorized access to the limited data set in electronic format; implementing policies and procedures describing authorized access and use for Data User’s work force; and human resources policies and procedures to enforce these rules.]
(e) Data User agrees to report to the SHC any use or disclosure of the limited data set in violation of this Agreement.

(f) Data User agrees to ensure that any agent, including a subcontractor, to whom it provides the limited data set, agrees to the same restrictions and conditions that apply through this Agreement to Data User.

(g) Data User agrees that it will not identify the information in the limited data set or contact the individuals about whom the limited data set pertains.

III.
OBLIGATIONS OF THE SINDECUSE HEALTH CENTER


The SHC, in its capacity as a covered entity, shall:

(a) Notify the Data User of any limitation(s) in the SHC’s Notice of Privacy Practices, to the extent that such limitation may affect the Data User’s use or disclosure of the limited data set; and

(b) Notify the Data User of any restriction to the use or disclosure of the limited data set that the SHC has agreed to in accordance with 45 C.F.R. §164.522 of the Privacy Rules, to the extent that such a restriction may affect the Data User’s use or disclosure of Protected Health Information (PHI).

IV.
TERM AND TERMINATION

(a) Term. The term of this Agreement shall commence on [insert effective date], and shall continue until [insert expiration date], unless sooner terminated in accordance with paragraph IV(b) hereof.

(b) Termination for Cause. Upon the SHC’s actual knowledge of a pattern of activity or practice of Data User that constitutes a material breach by Data User, the SHC shall:

(1) Provide a 15-day opportunity for Data User to cure the breach or end the violation to the SHC’s satisfaction, or terminate this Agreement and not provide further information to Data User if Data User does not cure the breach to the SHC’s satisfaction, and report the matter to DHHS.

(c) Effect of Termination.
(1) Except as provided in paragraph (2) of this section, upon termination of this Agreement for any reason, Data User shall return or destroy all the limited data set received from the SHC, as directed by the SHC. The SHC has the sole authority to determine whether the limited data set shall be returned or destroyed, and shall have the sole authority to establish the terms and conditions of such return or destruction. This provision shall apply to the limited data set that is in the possession of subcontractors or agents of Data User. Data User shall retain no copies of the limited data set.

(2) In the event that Data User believes that returning or destroying the limited data set is infeasible, Data User shall provide to the SHC an explanation of the conditions that make return or destruction infeasible. Upon the SHC’s concurrence that return or destruction of the limited data set is infeasible, Data User shall extend the protections of this Agreement to such limited data set and limit further uses and disclosures of such limited data set to those purposes that make the return or destruction infeasible, for so long as Data User maintains such limited data set.

(3) If this Agreement is terminated and not immediately replaced with a substitute Data Use Agreement, and if the Privacy Rule at that time continues to mandate the execution of a Data Use Agreement between covered entities and Data Users, then the SHC shall immediately stop providing information to Data User pursuant to the limited data set. 
V. GENERAL PROVISIONS

(a) Indemnification.  Data User agrees to indemnify, defend and hold harmless the SHC and its board of trustees, officers, employees, agents and members of its workforce from and against any and all claims, demands, suits, actions, costs (including reasonable attorney’s fees), loss, liability or expense incurred as a result of any breach of its obligations under this Agreement. For purposes of this Section, “breach” includes by way of illustration only negligence, intentional acts, errors or and omissions by Data User or its officers and directors, employees or subcontractors and other agents.  Each party shall promptly notify the other of its receipt of written threat of or actual claim, demand, suit or action. 
(b) Injunctive Relief.  The SHC and Data User agree that in the event of a breach or threatened breach by Data User or one of its subcontractors or other agents of its duties and obligations with respect to use of the limited data set, the SHC will be irreparably and substantially harmed and that remedies at law will not be adequate.  Accordingly, Data User agrees that the SHC shall be entitled to immediate injunctive relief against such breach or threatened breach and Data User consents to the granting of such relief.  Injunctive relief shall be in addition to, and not limitation of, any other legal and equitable relief available to the SHC under applicable law. 
(c) Insurance.  Data User shall maintain during the term of this Agreement a policy of errors and omissions or other comparable insurance with an insurer acceptable to the SHC in the amount of $1-million covering Data User’s obligations under this Agreement. The policy of insurance shall name the SHC as an additional insured. Data User shall furnish to the SHC such evidence of this insurance as the SHC deems satisfactory upon the commencement of this Agreement. Data User shall notify the SHC of any threatened or actual cancellation or termination of the insurance coverage, at least ten days prior to any such action.

(d) General Confidentiality Agreement.  Data User agrees that the terms and conditions of this Agreement shall be construed as a general confidentiality agreement that is binding upon Data User even if it is determined that no Data Use Agreement is mandatory with respect to the relationship between the SHC and Data User pursuant to the Privacy Rule.

(e) Independent Contractors.  The SHC and Data User shall not be deemed to be partners, joint venturers, agents or employees of each other solely by virtue of the terms and conditions of this Agreement.

(f) Construction.  If this Agreement contains any ambiguity, the ambiguity shall be resolved in a manner that allows the SHC to comply with the Privacy Rules. The parties have both had the opportunity to be represented by counsel and to negotiate the terms and conditions of this Agreement. Accordingly, this Agreement shall not be construed against a party because the party or its counsel drafted the Agreement or the provision of it that is at issue.

(g) Waiver.  The failure of or delay by a party to enforce its rights upon the occurrence of a material breach shall not constitute a waiver of the party’s right to enforce a repeat or subsequent material breach.  

(h) Amendment.  This Agreement may be amended upon mutual agreement of the parties in writing.  The parties recognize and agree that the Privacy Rule and other final regulations issued pursuant to HIPAA have not yet been enforced by agencies within DHHS or interpreted by the courts. The parties also recognize that HIPAA itself may be amended and that the Privacy Rule and other HIPAA final regulations may be amended from time to time.  If the SHC determines that any such enforcement, interpretation, enactment, or amendment requires an amendment to this Agreement, the SHC will so notify Data User and provide a proposed amendment to be consistent with the new requirement.  Data User will notify the SHC in writing within thirty (30) days of receipt of the proposed amendment if it objects to the amendment.  If no written objection is timely received, the amendment shall be deemed to have been agreed to by Data User.  If Data User does timely object, the parties will negotiate in good faith to agree upon an amendment for another thirty (30) days.  If no agreement is reached, either party may terminate this Agreement on a date specified by sending written notice to the other. 

(i) Notice.  Notices or reports to the SHC required by this Agreement shall be sent to the Privacy Officer designated by the SHC in writing from time to time. Notices or requests to the Data User required by this Agreement shall be sent to the individual designated by the Data User.

(j) No Third Party Beneficiary.  This Agreement is entered into for the benefit of the parties hereto and does not and should not be construed to confer any right or benefit on any third party, including but not limited to individuals.

(k) Entire Agreement.  This Agreement, including its attachments, if any, contains the full understanding of the parties and supersedes all other understandings, proposals, samples, models, agreements, warranties, representations, or conditions, written or oral, regarding its subject matter.  No trade usage, course of dealing, or course of performance shall be used to supplement or explain it.

(l) Assignment.  This Agreement may be not be assigned without the express written consent of the SHC. 

(m) Survival.  The provisions of this Agreement dealing with indemnification, insurance, and the construction of this Agreement as a general confidentiality agreement shall survive the termination of this Agreement for any reason.

(n) Governing Law.  This Agreement shall be governed by Michigan law and may be enforced by a court of competent jurisdiction in Michigan.

(o) Jurisdiction and Venue.  For purposes of enforcement of this Agreement, exclusive jurisdiction and venue shall lie in a court of competent jurisdiction in the State of Michigan.

 (signatures on following page)

In witness whereof, the parties have signed this Agreement.
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