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	HIPAA Security Rule Language:
	“Maintain the policies and procedures implemented to comply with this subpart in written (which may be electronic) form; and

(ii) If an action, activity or assessment is required by this subpart to be documented, maintain a written (which may be electronic) record of the action, activity, or assessment.

(2) Implementation Specifications:

(i) Time limit (Required). Retain the documentation required by paragraph (b)(1) of this section for 6 years from the date of its creation or the date when it last was in effect, whichever is later.

(ii) Availability (Required). Make documentation available to those persons responsible for implementing the procedures to which the documentation pertains.

(iii) Updates (Required). Review documentation periodically, and update as needed, in response to environmental or operational changes affecting the security of the electronic protected health information.”

	Policy Summary:
	Sindecuse Health Center (SHC) must maintain its security policies and procedures in written form.  If HIPAA requires an action, activity, or assessment to be documented, SHC must maintain a written record of the action, activity, or assessment.  SHC must retain such required documentation for 6 years from the date of its creation or the date when it last was in effect, whichever is later.  SHC must make such required documentation available to all workforce members who are responsible for implementing the procedures to which the documentation pertains.  SHC must periodically review the required documentation and update it as needed.

	Purpose:
	This policy reflects SHC’s commitment to maintain written documentation of the organization’s actions and activities related to the implementation of security policies and procedures to comply with the HIPAA Security Rule.

	Policy:
	1.  SHC must maintain the security policies and procedures it implements to comply with the HIPAA Security Rule in written (paper or electronic) form.

2.  If an action, activity or assessment is required by the HIPAA Security Rule to be documented, SHC must maintain a written (paper or electronic) record of the action, activity, or assessment. Such records may include, but not be limited to:

· Committee Minutes

· Committee/task force Charters

· Executive Memorandums

· Quality Improvement Evaluations

· Corrective Action Plans

3.  SHC must retain such required documentation for 6 years from the date of its creation or the date when it last was in effect, whichever is later.
4.  SHC must make such required documentation available to all workforce members responsible for implementing the policies and procedures to which the documentation pertains.

5.  SHC must periodically review the required documentation and update it as needed, in response to environmental or operational changes affecting the confidentiality, integrity or availability of its EPHI.

	Scope/Applicability:
	This policy is applicable to all departments that use, create or disclose electronic protected health information for any purposes.

This policy’s scope includes all electronic protected health information, as described in Definitions below.

	Regulatory Category:
	Organizational Requirements

	Regulatory Type:
	Standard (Implementation Specifications are included in the body of the policy).

	Regulatory Reference:
	45 CFR 164.316(b); 164.316(b)(i); 164.316(b)(ii); 164.316(b)(iii) XE "162.915" 

 XE "164.530(c)" 

	Definitions:
	Electronic protected health information means individually identifiable health information that is:

· Transmitted by electronic media

· Maintained in electronic media

Electronic media means:

(1) Electronic storage media including memory devices in computers (hard drives) and any removable/transportable digital memory medium, such as magnetic tape or disk, optical disk, or digital memory card; or

(2) Transmission media used to exchange information already in electronic storage media. Transmission media include, for example, the internet (wide-open), extranet (using internet technology to link a business with information accessible only to collaborating parties), leased lines, dial-up lines, private networks, and the physical movement of removable/transportable electronic storage media.  Certain transmissions, including of paper, via facsimile, and of voice, via telephone, are not considered to be transmissions via electronic media, because the information being exchanged did not exist in electronic form before the transmission.

Workforce member means employees, volunteers, and other persons whose conduct, in the performance of work for a covered entity, is under the direct control of such entity, whether or not they are paid by the covered entity.  This includes full and part time employees, affiliates, associates, students, volunteers, and staff from third party entities who provide service to the covered entity.

Availability means the property that data or information is accessible and useable upon demand by an authorized person.

Confidentiality means the property that data or information is not made available or disclosed to unauthorized persons or processes.

Integrity means the property that data or information have not been altered or destroyed in an unauthorized manner. 

	Responsible Department:
	Information Systems; Administration

	Policy Authority/ Enforcement:
	SHC’s Security Official is responsible for monitoring and enforcement of this policy, in accordance with Procedure # (TBD).

	Related Policies:
	Policies and Procedures

Evaluation

	Renewal/Review:
	This policy is to be reviewed annually to determine if the policy complies with current HIPAA Security regulations.  In the event that significant related regulatory changes occur, the policy will be reviewed and updated as needed. 

	Procedures:
	TBD
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