
INDIVIDUAL’S RIGHT OF ACCESS TO PROTECTED HEALTH INFORMATION IN MEDICAL AND BILLING RECORDS
WESTERN MICHIGAN UNIVERSITY HIPAA POLICY
UNIFIED CLINICS
POLICY:  
Pursuant to the HIPAA Privacy Rules, it is the policy of the Unified Clinics to allow individuals to inspect and/or copy their own protected health information in a Designated Record Set under the conditions stated in this policy and in accordance with applicable laws.  If the individual has a personal representative, that person can inspect or copy the individual’s protected health information on behalf of the individual as provided within the Process below and the related Policy, Personal Representatives for Individuals.

DEFINITION:

“Designated Record Set” means

(1) A group of records maintained by or for a covered entity that is:

(i) The medical records and billing records about individuals maintained by or for a covered health care provider

(ii) The enrollment, payment, claims adjudication, and case or medical management record systems maintained by or for a health plan; or 

(iii) Used in whole in part, by or for the covered entity to make decisions about individuals. 

(2) For purposes of this paragraph, the term “record” means any item, collection, or grouping of information that includes protected health information and is maintained, collected, used or disseminated by or for a covered entity.  

The term “Designated Record Set” does not include several items.  Excluded are the items listed in paragraph #5 in the Process section immediately below.

PROCESS:

1. The Unified Clinics requires a written request from an individual to inspect or copy his or her protected health information that is contained in a designated record set.  If a individual calls on the telephone asking to inspect or copy his or her protected health information, the Component Privacy Officer will inform the individual to send the request in writing with all the information contained on Form A attached.

2. Requests for access will be date-stamped upon receipt, and entered on a log with the required response date (see paragraph 4).

3. Component Privacy Officer is responsible for handling individual requests to inspect or copy protected health information.

4. The Unified Clinics will respond to an individual’s request to inspect or copy protected health information within 30 days of receiving the written request, or 60 days if the protected health information is stored off-site.  The Unified Clinics can have one 30-day extension if more time is needed, but the Unified Clinics must notify the individual in writing of the extension before the original time period expires.  Use Form Letter B attached.

5. An individual’s right of access to PHI does not apply to records not in the Designated Record Set (See Policy:  Designated Record Set).  Specifically excluded from the Designated Record Set are:

· Psychotherapy notes; 
· Information compiled in reasonable anticipation of or for litigation;

· PHI that may not be released because it is covered by the Clinical Laboratory Improvements Amendments of 1988 (CLIA).

6. The Unified Clinics can deny an individual’s request for one or more of the following reasons:

a. If the PHI is contained in psychotherapy notes, are in documents prepared for or related to litigation, or are subject to the CLIA;

b. If PHI is created during clinical research, PHI access may be temporarily suspended if the individual is notified in advance;

c. If the records where PHI is held are subject to the federal Privacy Act, 5 U.S.C.A. § 552a, access may be denied if it meets that Act’s provisions;

d. If the PHI was obtained from someone other than a health care provider under a promise of confidentiality and the access requested would reveal the source of the information;

e. Access is reasonably likely to endanger the life or physical safety of the individual or another person;

f. The PHI refers to another person (except for a health care provider) and access is reasonably likely to cause substantial harm to that person; or

g. The request is made by the individual’s personal representative and access is reasonably likely to endanger the life or physical safety of the individual or another person.



h.
If the PHI is contained in mental health records, access may be withheld from an individual, and the individual’s personal representative if, in the written judgment of the record holder, the disclosure would be detrimental to the individual or others.  However, PHI contained in mental health records made after March 28, 1996 must be disclosed to adult individuals upon request, if the adult individual does not have a guardian and has not been adjudicated legally incompetent.  MCL 330.1748

7. If the Unified Clinics denies an individual access to his or her protected health information, the Unified Clinics will notify the individual of the reasons for the decision in writing.  If the reason is that the Unified Clinics does not maintain the protected health information that is the subject of the request, but knows where the requested information is maintained, the Unified Clinics will inform the individual where to direct the request for access.  The Unified Clinics will grant access, to the extent possible, to any other protected health information requested, after excluding the protected health information to which the covered entity has a ground to deny access. 

8. If the denial is based upon reasons 6(e), (f) or (g), the individual has a right to a review of the Unified Clinics decision.

a. Clinical Director, a licensed health care professional not involved in initial decision will handle the review within a reasonable amount of time. 

b. The Clinical Director will look at the protected health information that the individual wants to inspect or copy, and decide if the Unified Clinics is correct in deciding that the individual’s circumstances meet the specifications of paragraph 6(e), (f) or (g).

(i) If not, the individual may inspect or copy the information.

(ii) If so, the individual may not inspect or copy the information.

c. The Unified Clinics will promptly provided written notice to the individual of the determination and take other action as required to carry out the determination.

The individual may not further question our decision.  The denial notice to the individual will include instructions about how the individual may utilize this review right.  The Unified Clinics will use the denial notice letter accompanying this policy.  [Form Letter C]
9. When the Unified Clinics permits a individual to inspect or copy the requested information, the Unified Clinics will:

a. Provide the information in the form or format that the individual requests, if the Unified Clinics can reasonably produce it that way.  If the Unified Clinics cannot, it will either agree with the individual about another format or give it to the individual in hard copy.

b. Allow the individual to inspect or obtain a copy of the information at the unit or facility’s appropriate business office during normal business hours.  Within these limits, the individual can select the date and time to inspect or obtain a copy of the records.

c. Charge the individual for copying the requested information for the individual.  If the individual wants the information mailed to him or her, the Unified Clinics will charge the individual the cost of mailing or any special delivery method that the individual wants to use.  The Unified Clinics will collect all charges before copies are made.  The price per page will be established from time to time based upon costs incurred.

d. If the individual agrees in advance, the Unified Clinics may summarize the requested information and give this to the individual instead of having the individual inspect all the information or copy all of it.  If the Unified Clinics does this, the Unified Clinics will charge the individual the cost of preparing the summary.  The Unified Clinics will collect all charges before preparing the summary.

10. The Unified Clinics will notify the individual if his or her request to access information is granted.  The Unified Clinics will use the access notice letter attached to this policy (Form Letter D).
11. In some cases, a Business Associate may maintain PHI that will be subject to a individual’s right of access.  The Unified Clinics Business Associate contracts must provide that the Business Associate will make PHI in a designated record set available based on the access provisions of the Privacy Rules.  An individual is not entitled to PHI access from both the Unified Clinic  and the Business Associate.  If the Unified Clinics does not maintain the PHI, a designated person must inform the individual where to send the access request.  The Component Privacy Officer is responsible for handling such inquiries and providing the necessary information to the individual.

12.  The Unified Clinics will document and retain designated record sets that are subject to access by individuals for a period of at least 6 years from the date of its creation or the date when it last was in effect, whichever is later.
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Individual Request for Access to Personal Health Information 
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Unified Clinics Request for Extension of Time 
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Notice of Denial of Individual Request

Form Letter D:
Notice Request for Access Has Been Granted.
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FORM A

Individual Request for Access to Protected Health Information

_____________________________________________________________________________________________

Under the Health Insurance Portability and Accountability Act, you have a right of access to inspect and obtain a copy of your health information contained in a Designated Record Set.  The “Designated Record Set” includes information such as medical records and billing records maintained by or for a covered health care provider or records used to make decisions about individuals.  This right does not apply to:

1) Psychotherapy notes;

2) Information complied in reasonable anticipation of, or for use in a civil, criminal, or administrative action or proceeding; and

3) Protected health information that is:

a) Subject to the Clinical Laboratory Improvements Amendments of 1988, 42 U.S.C. 263a, to the extent the provision of access to you would be prohibited by law; or

b) Exempt from the Clinical Laboratory Improvements Amendments of 1988, pursuant to 42 CFR 493.3(a)(2).

Please indicate specifically the information to which you are requesting access: _____________________________

_______________________________________________________________________________________________________________________________________________________________________________________

[The Unified Clinics/Unit/Facility] will act on this request within 30 days of the date listed above or, within 60 days if the requested information is not maintained or accessible to [The Unified Clinics/Unit/Facility] on-site.  Such action will either inform you of the acceptance of the request and provide you with the requested access; or provide a written denial explaining the reasons for the denial and whether you are entitled to have the denial reviewed.

If the requested information is contained in more than one Designated Record Set or at more than one location, and access is granted, [The Unified Clinics/Unit/Facility] needs only to provide you with access to information contained on one of the Designated Record Sets.

Please indicate the form or format you would like to receive your requested information (e.g. hard copy, e-mail, other ): ____________________________________________________________________________________________

Please indicate the means by which you wish to inspect or obtain a copy of the requested information (mail, on-site, fax etc., and provide the necessary numbers or address where the information should be directed):  _______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

If [The Unified Clinics/Unit/Facility] cannot readily produce the information in the form or format you have requested such information will be made available to you in a readable hard copy form or other form or format agreed to.

Do you agree to receive a summary of the requested information in lieu of access? ____Yes   ____No

[The Unified Clinics/Unit/Facility] may impose a fee of [$$$$] to cover the cost of labor, copying, postage, and preparing a summary of the requested information. Do you agree to such fees imposed by [The Unified Clinics/Unit/Facility] for providing a copy or summary of the requested information?  ____Yes   ____No

______________________________________________________________________________________

Printed Name and  Legal Signature






Today’s date

FOR [The Unified Clinics/Unit/Facility ] USE:  Date request was received by [The Unified Clinics/Unit/Facility]: _______
FORM LETTER B

Unified Clinics Request for Extension of Time

[individual address info]

Dear [individual]:

The [Unified Clinics/Unit/Facility] received your request to access health information on _____________ and has evaluated your request.  A delay in providing the information is necessary for the following reason:      ______________________________________ 

_______________________________________________________________________.

The [Unified Clinics/Unit/Facility] will respond to your request by _______________ [list date that is no later than 60 days from the date of the request] or 90 days if the PHI is off-site.

Thank you for your patience.






[signature block]

FORM C

Notice of Denial of Individual Request
[individual address info]

Dear [name of individual]:

The [Unified Clinics/Unit/Facility ] received your request to access health information on ______________________.  Your request is denied for the following reason [state the basis for the denial]:

________________________________________________________________________

_______________________________________________________________________.

You may file a complaint regarding this decision with the [Unified Clinics/Unit/Facility] or the U.S. Department of Health and Human Services.  If you file a complaint with the [Unified Clinics/Unit/Facility], please file it in writing with the following person:  [state the name or title and telephone number of the contact person designated to receive complaints].

In certain cases you are entitled to appeal the denial of access.  You are entitled to an appeal if access was denied because in the opinion of a licensed health care professional, granting access is likely to endanger the life or physical safety of you or another person.  If you want to appeal, send written notice to [identify person].  If you appeal, your appeal will be reviewed by a licensed health care professional designated by the Unified Clinics/Unit/Facility who did not participate in the original decision.  The appeal and notice of the appeal decision will be conducted promptly.






[signature block]

FORM LETTER D

Notice Request for Access Has Been Granted
[individual address info]

Dear [name of individual]:

Thank you for your request to inspect or copy information that The Unified Clinics has about you.  We are pleased to be able to grant this request.

If you want to inspect your information, you may do so at our office during our normal business hours.  Please let us know what date and time you would like to come.  The Unified Clinics will do our best to accommodate your requested date and time.

If you would like us to make a copy of your information for you, we are happy to do so.  However, we will charge you [insert price per page].  The Unified Clinics requires payment of these charges in advance, before we start making copies.  If you want us to mail the copies to you, we are again happy to do so, but you must pay us the cost of postage.  The postage cost to mail the information that you requested is [insert price of postage].

If you prefer, we can summarize the information and give that to you instead of having you inspect or copy all of the information.  If you want to do this, The Unified Clinics will charge [insert price for a summary], and we require payment of this amount before we start making the summary.

You requested the information in [insert form or format requested].  The Unified Clinics [can/cannot] accommodate that form or format.  [Because The Unified Clinics cannot accommodate that form or format, we will provide the information to you in hard copy, unless we can agree upon some other format that we can accommodate.]

Thank you again for your request.  We look forward to working with you in the future.








[signature block]
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