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Abstract

Operation of an autonomous vehicle (AV) carries 
risk if it acts on inaccurate information about 
itself or the environment. The perception system 

is responsible for interpreting the world and providing the 
results to the path planning and other decision systems. 
The perception system performance is a result of the oper-
ating state of the sensors, e.g. is a sensor in fault or being 
adversely affected by the weather or environmental condi-
tions, and approach to sensor measurement interpretation. 
We propose a trailing horizon switched system observer 

that minimizes the difference between reference tracking 
values developed from sensor fusion performed at an upper 
level and the values from a potentially faulty sensor based 
upon the convex combination of different sensor observa-
tion model outputs; the sensor observations models are 
associated with different sensor operating errors. The 
preferred observer target is a stationary landmark so as to 
remove additional uncertainty resulting from tracking of 
moving targets. Results for five scenarios show the observer 
identifies the appropriate sensor model in no more than a 
few sample intervals.

Introduction

A fully autonomous vehicle’s (AV) accurate perception 
of its environment in all conditions is paramount for 
their operation in the real world. SAE Standard J3016 

[1] defines full automation as “the full-time performance, by 
an automated driving system, of all aspects of the dynamic 
driving task under all roadway and environmental conditions 
that can be managed by a human driver.” This requires the 
AV’s perception system to interpret the environment at least 
as well as a human operator. Information from the perception 
system about the AV’s environment is used by decision making 
systems, like the path planning system, which are responsible 
for the safe and smooth driving of the vehicle. Thus, inaccurate 
information from the perception system may lead to erroneous 
decisions that may cause damage to the AV or, even worse, 
loss of life.

The perception system’s performance is dependent on the 
operating state of the vehicle’s sensors. The most popular 
sensors used in AV’s are radar, LiDAR and the camera. Past 
sensor configurations included LiDAR and camera [2], the other 
radar and camera [3], and some setups may have all three 
sensors [4]. Studies show that degradation of sensor information 
can occur due to various reasons. For example, weather can 
affect LiDAR object detection performance [5, 6, 7]; object 
detection performance has been shown to be reduced as much 
as 50% in foggy weather conditions [6, 8]. Also, LiDAR perfor-
mance is also affected by airborne particulates like dust [9].

One avenue being explored to combat sensor information 
degradation is the development of sensor fusion algorithms 

that can be used to operate vehicles under a variety of weather/
environmental conditions [10]. Even with great success of such 
algorithms, erroneous behavior can occur at times. Lee et. al 
[10] conceded that their algorithm did not operate as intended 
in the rain. Addressing such errors is of great importance to 
accelerate widespread AV adoption and acceptance.

Several novel approaches have been proposed to detect and 
correct faulty sensors [11 - 15]. These approaches utilize a variety 
of methods, such as particle filter [11], fuzzy logic [12, 13], 
Artificial Immune System (AIS) [14] among others. All these 
approaches use data from the previous timestep or no priori 
information [15] to correct the reading from faulty the sensor.

In this paper, a fault-tolerant tracking approach that miti-
gates the effects of sensor error is proposed. A trailing horizon 
switched system (THSS) observer [16] is used in addition to 
sensor fusion. The observer minimizes the difference between 
tracking values developed at an upper level using sensor fusion 
and values from a faulty sensor obtained using the weighted 
combinations of different sensor observation model outputs 
that are associated with different operating conditions [16]. 
These upper level outputs are assumed to be determined using 
the best estimate of the target dynamics after fusing measure-
ments from other sensors that are performing as expected. The 
purpose of the approach here is to identify the sensor measure-
ment error as a first step toward classifying weather effects and 
other situations that result in untrustworthy measurements.

The THSS observer was implemented with sensor 
measurements from a scene in the KITTI dataset [2]. The 
KITTI dataset consists of images, LiDAR data, which are of 
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interest for the THSS implementation, and odometry data. 
The sensors used for the KITTI data collection were one 
LiDAR, one GPS/IMU unit and four cameras -- two mono-
chrome and two color. These sensors were set up on a 
Volkswagen Passat B6 that was modified for autonomous 
driving. The images used in this paper are from camera 2, the 
color camera closest to the center of the roof.

This work starts with the methodology that describes the 
approach used to create faulty data, the tracking filter, the 
observer obtains state estimates from, and the observer algo-
rithm. Next, the results of the observer for several cases are 
presented. Finally, conclusions are presented.

Methodology
This section contains details of data preparation, algorithms 
and initial conditions used in the implementation of the THSS 
observer. As mentioned in the introduction, the THSS 
observer was applied to the KITTI dataset. The first of ten 
frames from the selected scene is shown in Figure 1. 

Figure 1a and 1b show a subset of the LiDAR points from the 
first frame. These points represent the points that were deter-
mined to be above the ground plane, which was determined 
to be approximately 1.4 m below the LiDAR [17]. Points 1 m 
above the LiDAR were also filtered out since they should pose 
no danger. Figure 1c is an image captured in the frame and it 
is overlaid with the LiDAR points in 1b, which correspond to 
the region in the red box in Figure 1a. The red box contains 
the stationary object the THSS observer will be tested with. 
The LiDAR captures much more information than could be fit 
in the image. However, the image captured can assist in clas-
sifying clusters that have distinct geometric shapes in the 
LiDAR data, such as additional stationary objects.

Landmark Data Processing
The THSS observer’s preferred target is a stationary landmark 
to avoid the complication of relative motion between two 
moving bodies when the dynamics of the landmark object are 
not well known. This landmark was selected as the traffic light 
to the right of the cyclist as shown in the red box in Figure 2a. 
The LiDAR points associated with the traffic light were isolated 
from the complete dataset. We assume an upper processing 
level has performed the identification of the landmark region. 
Figure 2b shows the isolated points associated with the traffic 
light. The centroid and covariance, Equations (1) and (2), of 
the isolated points are determined for each frame. A full list 
of the variable names and definitions can be found in the 
abbreviations/definitions table.
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 FIGURE 1a  (top) LiDAR data captured in the first frame. 
Figure 1b. (middle) Lidar data in region in the red box drawn in 
1a. Figure 1c. (bottom) Image capture in the first with LiDAR 
data in 1b overlaid on it.

©
 S

A
E 

In
te

rn
at

io
na

l.

 FIGURE 2a  (top) Image with stationary landmark overlaid 
with its corresponding LiDAR points. Figure 2b. (bottom) 
Isolated LiDAR points associated with stationary landmark
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All the LiDAR point measurements are given using the 
local ego vehicle coordinate system with the sensor at 
the origin.

THSS Observer
The THSS observer is used to estimate the observation 
model H matrix, z = Hx, as the convex combination of 
predefined potential observation models. The THSS is 
based upon the distinguishability set forth in [16]. The 
implementation of the THSS observer can be divided into 
three major parts: prediction, update and optimization. 
The optimization is subject to the prediction and update 
from the elliptical PHD (ePHD) filtering algorithm 
presented in [18, 19], and reviewed here. In this paper, the 
ePHD algorithm is used to update a target’s kinematic state 
and extent, Equation (3) and (4).
 xk k k k k k k

T
x y x y x y= [ ]� � �� ��  (3)

 X Vke k k
T T

v vec, = ( )é
ë

ù
û  (4)

The kinematic state consists of position, velocity, and 
acceleration in the x and y directions. The extent, Xe, k, is 
a vector that contains the degrees of freedom (a scaling 
factor) vk for a Gaussian Inverse Wishart (GIW) matrix V. 
The GIW matrix is used to create an ellipsoid with axes 
aligned along the eigenvectors and with axis lengths given 
by the eigenvalues to approximate the size and orientation 
of the target.

Elliptical PHD Filter
The prediction and update portions of the THSS observer are 
components of the ePHD filter [18, 19, 20]. These two compo-
nents are executed recursively to predict the state and extent 
of a target.

Prediction
Equations (5) and (6) are used to predict the object state and 
state covariance, xk|k  −  1 and Pk|k  −  1, from a previous 
state, xk − 1|k − 1, and covariance, Pk − 1|k − 1. The model used in 
the prediction is described by the state transition matrix, 
Fk|k − 1, and a noise term, Qk|k − 1, that adds variance to the 
predicted acceleration since it is not known [20].
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The GIW parameters predictions are updated using 
Equations (9) and (10):
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Update
The predicted states and extent are then used to update the 
target’s location information. The target’s state is updated 
by calculating the error between the current measurements 
and the predicted measurements, Equation (13). The error 
is then scaled using the gain, Equation (12), and then added 
to predicted state, Equation (15). Likewise, the covariance, 
Equation (16), and extent, Equations (17) and (18), are 
updated with intermediary equations, Equations 
(11) - (14).
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Optimization
The ePHD filter is used by the THSS observer in finding 
the optimum observation model, H , that minimizes the 
cost function, Equation (19), over the trailing horizon, P. 
The estimated observation model, H , is the convex combi-
nation of predefined observation models, i.e., the sum of 
the am weighted observation models, where the am sum to 
unity, Equation (21). The number of weights is dependent 
on M observation models, pairing each observation model 
with its own weight. Equation (20) describes M = 6 models 
with varying scaling factors, ζm, Equation (22). Literature 
has recorded performance degradations of up to 50% in 
LiDAR [6]. Therefore, the variation of the observation 
scaling factors was selected to range from 50% under esti-
mation, ζm = 0.5, to 75% overestimation, ζm = 1.75 of an 
object’s location.
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THSS Observer Solution Algorithm

 1. Minimize the cost function, Equation (19), associated 
with the stationary reference object from time index 
k − 1 to k − P. The optimization constraints are 
defined by Equations (20) and (21).

 2. Solve the Cartesian position k using ePHD filter with 
H  found in step 5

 3. Increase the time index k = k + 1 and repeat

Step 1 information would normally be provided by an 
upper layer that performs sensor fusion. For testing purposes 
of the observer presented, we perform filtering on the original 
measurement data.

Results
The THSS observer was used to track a traffic light that was 
predetermined as the stationary landmark. The landmark 
measurements are used in the THSS observer Solution 
Algorithm as follows:

THSS Observer Test Algorithm

 1. Obtain the reference locations of stationary object, 
ηref, n, for all the frames. This is done here by executing 
the ePHD filter with the original measurements, zk, 
from a known observation model, H = [ ]1 0 0 .

 2. Create faulty data, zfault, k, by multiplying LiDAR 
cartesian data by a value, cfault, between [0.5, 1.75].

 3. Select a trailing horizon of length P, which defines the 
of states in the past that will be used to optimize the 
current observation.

 4. Start the observer at time index k = P.
 5. Run the THSS observer solution algorithm. From the 

observer results calculate c afault m m= l , the estimated 
fault level.

Calculating optimal weights using the states in trailing 
horizon averages out the error that may be caused by faulty 
sensors. Five scenarios were created to test the THSS ability 
to correct errors in observations from faulty sensors. First and 
second scenarios test the observer’s ability to determine the 
H  with uncorrupted - perfect  - data and noisy landmark 
measurements respectively. The third scenario assumes faulty 
measurement data about the traffic lights location. The fourth 
scenario is similar to the third one except the fault level 

changes during the test. In the fifth scenario, cfault is varied at 
each timestep.

Table 1 summarizes the initial conditions used to imple-
ment the THSS observer tests. The trailing horizon’s value P, 
was selected to be  small enough as to not require a large 
number of past measurements, but large enough to achieve 
smoothing effects. The initial values used by the ePHD, namely 
P0, v0, θ, and Σ were the same as the values found in [20]. P0 
is defined as a diagonal with large values to signify the uncer-
tainty in the initial approximation. The value of the GIW 
parameter, v0, was set to smallest number big enough to make 
assure the denominator of Equation 10 is positive [20]. V0, the 
other GIW parameter was defined as identity matrix. This 
definition assigns the target an initial circular extent that 
evolves when more information is provided. The value of τ is 
large to approximate infinity since the object being tracked is 
stationary [20].

The distance between actual and estimated state, Ed, was 
used to a metric to gage the observer performance, Equation 
(23). The mean, maximum and minimum Ed are given in 
the sequel.

 Ed n ref n= -� �hh hh ,  (23)

Scenario 1: cfault = 1, 
Uncorrupted Data
The first scenario considers a sensor that is provided with 
uncorrupted data. Figure 3a plot compares the state predic-
tions to the landmark locations. The plot shows that sensors 
manages to predict the landmark location correctly once the 
THSS observer started, confirming the observer can identify 
the observation model for uncorrupted measurements. 
Figure 3b shows that the weights, am, selected by the observer 

TABLE 1 Initial conditions used in the implementation of the 
THSS observer

Parameter Value Reference
P 3 -

a0, 1, 3, 4, 5 0.05 -

a2 0.75 -

H é ùë û1.0375 0 0 -

T 1 [20]

θ 1 [20]
Σ 0.1 [20]

d 2 [20]

τ 1 × 106 [20]

P0 é ù
ê ú
ê ú
ê ú
ë û

2

2

2

100 0 0
0 25 0
0 0 25

[20]

v0 7 [20]

V0 é ù
ê ú
ë û

1 0
0 1

[20]

x0 é ùë û0 0 0 0 0Tz -
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allowed H  to effectively act like a faultless sensor as expected, 
thus corroborating with the results in Figure 3a. The predicted 
states for k = 0, 1, 2 are offset because this data was generated 
with the initial guess of H .

The mean Ed for Scenario 1 was calculated to 
be 9.58 × 10−11m. The maximum Ed was 3.55 × 10−10 m and it 
occurred at k = 3, while the minimum Ed was 0 and it occurred 
at k = 9.

Scenario 2: cfault = 1, 
Uncorrupted Data with Noise
Zero mean gaussian noise, gg k

j N x y~ , | ,0 2s( ), was added to the 
landmark measurements in order to analyze effects of sensor 
noise, Equation 24. The noise standard deviations,  
𝜎 = rRk

j , is calculated using the polar resolution, ρ, and the 
distance of each landmark measurement to the LiDAR, Rk

j. 
The polar resolution of Velodyne HDL-64E [2] - laser scanner 
used in the KITTI data collection - was ρ = 0.50°, which is 
more severe than the 0.42° given in [21].

 ẑ zk
j

k
j

k
j= + gg  (24)

Figure 4 shows that the resulting plots in the second 
scenario are comparable to the first scenario’s plots. However, 
a closer look Figures 3a and 4a shows that the sensor noise 
introduced inaccuracies into the state predictions.

The mean Ed for Scenario 2 was calculated to be 2.26 × 10−2 
m. The maximum Ed was 4.59 × 10−2 m and it occurred at 
k = 3, while the minimum Ed was 2.21 × 10−2 m and it occurred 
at k = 5. Comparing these results with Scenario 1 shows that 

the addition of noise affects the accuracy of the THSS observer, 
and corroborates with the results seen in Figure 3a and 4a.

Scenario 3: cfault = 0.627, 
Faulty Data
The third scenario considers a sensor generating faulty data 
where the fault was randomly chosen as 0.627. The results 
show, Figure 5, that the THSS observer managed to predict 
the landmark’s location once it started. The errant faulty 
predictions, though, share a similar trend with the first scenar-
io’s predictions. The observer identifies the fault level with 
virtually no error once it is started at k = 3.

The mean Ed for Scenario 3 was calculated to be 6.18 × 10−5 
m. The maximum Ed was 2.26 × 10−4 m and it occurred at 
k = 3, while the minimum Ed was 1.38 × 10−9 m and it occurred 
at k = 9.

Scenario 4: Switching 
between cfaultValues
The fourth simulation involved switching between two 
 cfaultvalues, Equation (25).

 c
k

k
fault =

£ £
£ £

ì
í
î

0 627 0 3

1 3 4 9

.

.
 (25)

Figure 5 shows that the observer takes two steps to 
identify the step change in the fault level. This is due to the 
observer having trailing data that includes both fault levels at 

 FIGURE 3a  (top) Plot of State predictions (blue) of the 
landmark location (orange) for scenario 1, faulty sensor and 
uncorrupted data. Figure 3b. (bottom) Plot showing the faulty 
sensor adjustment.
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 FIGURE 4a  (top) Plot of State predictions (blue) of the 
landmark location (orange) for scenario 1, faulty sensor and 
uncorrupted data with noise. Figure 4b. (bottom) Plot showing 
the faulty sensor adjustment.
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k = 5 and 6 , and trying to identify the single fault level that 
best describes both of them. The state prediction and landmark 
location plot is similar to the second scenario, Figure 5a.

The mean Ed for Scenario 4 was calculated to be 6.06 × 10−5 
m. The maximum Ed was 2.27 × 10−4 m and it occurred at 
k = 3, while the minimum Ed was 3.46 × 10−10 m and it occurred 
at k = 9.

Scenario 5: cfaultDescribed by 
a Quadratic Function
The final scenario considers varying cfault at each timestep, 
Equation (26). Figure 6b shows that change in cfault is detected 
when the THSS observer turn on.

 c kfault = +1 0
0 05

9
2.

.  (26)

The values of the estimated cfault level lag those of the true 
value due to the trailing horizon. If cfault stops changing, it is 
assumed the observer value would also stop changing as in 
the previous scenarios.

The mean Ed for Scenario 5 was calculated to be 2.46 × 10−6 
m. The maximum Ed was 8.59 × 10−6 m and it occurred at k = 3, 
while the minimum Ed was 4.43 × 10−10 m and it occurred at k = 9.

Summary/Conclusions
A THSS observer was proposed and tested using faulty 
measurement data for a stationary landmark. The faults were 
placed in the data by scaling the landmark’s true (reference) 
data by a factor, cfault. Five scenarios were considered, namely: 
step change in cfault; step change with noised measurements; 
underestimation, cfault < 1; step change from underestimation 
to overestimation, cfault > 1, of the landmark location; and 
continually increasing cfault. The results of implementing the 
observer shows that an AV’s perception of its environment 
can be improved given some reference data. The identification 
of the fault level from the observer and resulting weighted 
contributions of previously identified fault models can be used 
to determine the primary causes of the fault. This is a prelimi-
nary first step towards creating fault-tolerant sensor fusion to 
build more reliable and safer AV’s.

Future works include identification of weather effects 
using an observer similar to the one demonstrated, using a 
moving object as a reference landmark, and incorporating the 
observer outputs into the upper layer sensor fusion. Also, 
implementation of the THSS observer using real-time data 
from an AV will be performed in the near future.

 FIGURE 5a  (top) Plot of State predictions (blue) of the 
landmark location (orange) for scenario 2, faulty sensor and 
faulty data. Figure 5b. (bottom) Plot showing the faulty 
sensor adjustment.
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 FIGURE 5  Plot showing the faulty sensor adjustments 
when switching between two values of cfault
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 FIGURE 6a  (top) Plot of State predictions (blue) of the 
landmark location (orange) for scenario 4. Figure 6b. (bottom) 
Plot showing the faulty sensor adjustment.
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Definitions/Abbreviations
THSS - trailing horizon switch system
AV - autonomous vehicle
PHD - probability hypothesis density
EPHD - elliptical hypothesis density
LiDAR - light detection and ranging
KITTI - Karlsruhe Institute of Technology Toyota 
Technical Institute
xk|k - State update
Pk|k - Covariance update
Kk|k − 1 - Gain Matrix of a single dimension
ek - Error, difference between current measurement and 
predicted state
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Sk|k − 1 - Innovation factor
Vk|k - Scale matrix update, GIW parameter
vk|k - Degrees of freedom update, GIW parameter
Nk|k − 1 - Innovation matrix
Hk - Measurement matrix
xk|k − 1 - Predicted state
Fk|k − 1 - State transition matrix of a single dimension
Qk|k − 1 - Model noise
Pk|k − 1 - Predicted Covariance
Id - d × d identity matrix
Fk|k − 1 ⊗ Id - Kronecker Product, expands state transition 
matrix to full dimensionality.

Vk|k − 1 - Predicted scale matrix, GIW parameter
vk|k − 1 - Predicted degrees of freedom, GIW parameter
T - Sampling time
τ - Decay constant
θ - Maneuver correlation time constant
d - Number of dimensions
Σ - Scalar acceleration
zk - Centroid of measurements at time k
Zk - Covariance of measurements at time k
zk

j  - j-th measurement at time k
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