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POLICY:
As used in the HIPAA Privacy Rules, a business associate is a person or entity, other than a member of a covered entity’s workforce, that performs the functions of or services for the covered entity, and which involves the use or disclosure of protected health information.  A covered entity may disclose protected health information to a business associate and may allow a business associate to create or receive protected health information on its behalf.  Accordingly, it is the policy of the Western Michigan University Group Health Plan (“Plan”) to incorporate the required provisions into all contracts with its business associates.

PROCESS:    

1.
The Plan will ensure contracts or other arrangements between the Plan and its business associates comply with this Policy.  (See Model Business Associate Provisions attached hereto.)

2.
Business associate contracts are not necessary for Plan disclosures to Western Michigan University provided the Plan documents have been amended.  Nor are business associate contracts necessary between the Plan and a health insurance issuer or HMO from which insurance is purchased by the Plan.

3.
Written contracts or agreements between the Plan and a business associate will provide that the business associate will:

(a)
not use or further disclose protected health information other than as permitted or required by the contract or as required by law;

(b)
use appropriate safeguards to prevent use or disclosure of protected health information other than as provided for by its contract;

(c)
report to Plan any use or disclosure of the information not provided for by its contract of which it becomes aware;

(d)
ensure any agents, including subcontractors, to whom it provides protected health information received from, or created or received by a business associate on behalf of, the covered entity agrees to the same restrictions and conditions that apply to the business associate with respect to such information;

(e)
make available protected health information in accordance with the individual's right to access such information, including to incorporate any amendments to protected health information and to provide an accounting of disclosures in accordance with the individual's right to request an amendment or accounting of protected health information;

(f)
make its internal practices, books, and records relating to the use and disclosure of protected health information received from, or created or received by the business associate on behalf of Plan available to the Department of Health and Human Services for purposes of determining Plan’s compliance with HIPAA Privacy Rules;

(g)
at termination of a contract, if feasible, return or destroy all protected health information; received from, created, or received by the business associate on behalf of the Plan; furthermore, business associates may not retain copies of such information; 

(h)
if such return or destruction is not feasible, extend the protections of the contract to the information and limit further uses and disclosures to those purposes that make the return or destruction of the information infeasible.

4.
Contracts or agreements between the Plan and a business associate may permit the business associate to do the following:

(a)
provide data aggregation services relating to the health care operations of the covered entity;

(b)
use the information received in its capacity as a business associate to the Plan, if necessary for the proper management and administration of the business associate or to carry out the legal responsibilities of the business associate;

(c)
use and disclose protected health information if law requires the disclosure; 

(d)
use and disclose protected health information if the business associate obtains reasonable assurances from the person to whom the information is disclosed that it will be held confidentially and used or further disclosed only as required by law or for the purpose for which it was disclosed to the person. The person to whom the protected health information is disclosed must notify the business associates of any instances of which it is aware that the confidentiality of the information has been breached.

5.
The Plan, upon learning that a pattern of activity or practice of a business associate constitutes a material breach or violation of the business associate’s obligation under the contract or other arrangement, will take reasonable steps to cure the breach or end the violation, as applicable, and, if such steps are unsuccessful:

(a)
terminate the contract or arrangement, if feasible; or

(b)
report the problem to the DHHS if termination is not feasible.

6.
The Plan will document satisfactory assurances of compliance with the policies and procedures herein through a written contract or other written agreement or arrangement with the business associate that establishes the permitted and required uses and disclosures of protected health information.

7.
The written contract or other written agreement or arrangement with a business associate will authorize termination of the contract by the Plan if the Plan determines that the business associate has violated a material term of the contract.

8.
Contracts or agreements between the Plan and a business associate will prohibit authorizing a business associate to use or disclose protected health information in a manner that would violate HIPAA privacy regulations. 

9.
Knowledge of a violation or potential violation of this policy must be reported directly to the Privacy Officer.
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