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POLICY:
The HIPAA Privacy Rules require that the University have appropriate administrative,  technical and physical safeguards to protect the privacy of protected health information.  More specifically, the Rules require that the University have in place reasonable safeguards to protect PHI from intentional or unintentional use or disclosure that is in violation of the Privacy Rules.  Accordingly, the University adopts the following procedures for the safeguarding the use and disclosure of protected health information.

PROCESS:

1.
All members of the workforce shall follow the measures set forth below when they use and disclose protected health information. 

2.
Physical safeguards and privacy practices.
Workforce members are instructed to maintain the privacy and confidentiality of PHI as follows:

(a)
Conversations regarding PHI shall take place in low tones and in closed offices or cubicles when possible.

(b)
Workforce members will discuss PHI with other workforce members only on a strict need to know basis, and only when the other person is authorized to have access to PHI for purposes of performing job responsibilities related to the University’s treatment, payment or health care operations, or for other authorized purposes.

(c)
PHI shall not be disclosed to any employee of Western Michigan University for purposes of employment matters, decisions regarding benefits under benefit the University’s health plan, or other decisions regarding the individual who is the subject of the PHI, unless the individual has signed an authorization permitting such use or disclosure.    

(d)
Medical records and other documents containing PHI shall be stored in closed, secure files in locked cabinets or in a locked medical records room unless an authorized workforce member is presently working with the documents.  Medical records shall be returned at the end of the business day to a locked cabinet or locked medical records room, or secured in a locked office until returned .  
(e)
Documents that are not permanent records and which containing PHI shall be shredded before they are discarded

3.
Computer use.
 Computer resources shall not be used in a manner that leads to unauthorized or illegal disclosure of PHI.

(a)
Each workforce member authorized to use or disclose PHI has a unique user identification and password for the computer system.  User identifications and passwords shall not be disclosed to other workforce members, and all workforce members shall not use a user identification and password except his or her own. 

(b)
User identifications and passwords shall be immediately disabled when an individual's employment or affiliation with Western Michigan University terminates. 

(c)  
An individual's user identification and password for a specific computer resource shall be disabled if that individual transfers to a new position within Western Michigan University and no longer requires access to PHI.

(d)
Screens of computer monitors showing PHI must be shielded from view of workforce members and others who do not need access to PHI. Computers showing PHI in public use areas will be equipped with a privacy shield at all times.
(e)
Computers in patient areas or in public use areas must be turned off when workforce members leave the office  for lunch, breaks of longer than 10 minutes, or at the end of the day.  Computers will be programmed to automatically display a screen saver design after _5___ minutes of nonuse. 
(f) Email transmission of PHI: Email containing PHI will contain a confidentiality notice and will request confirmation of receipt of email. Protected health information may be released by email in the same manner that it may be released in person, in accordance with the policies regarding disclosures of PHI. PHI may be transmitted by email  only when other means of transmission are not feasible.  Minor inconvenience shall not constitute infeasibility.  The WMU Privacy Officer and the Component Privacy Officer shall address the requirements of the federal HIPAA security rules regarding encryption as they relate to email. 
 (g)
Periodic audits of computer resources will be done at the direction of the component Privacy Officer or designee.  

(h) 
Component Privacy Officer shall consult with the CHHS systems administrator to ensure that computer hard drives are purged before they are discarded.

3.
Transmission of PHI by telephone.  Protected health information may be released over the telephone in the same manner that it may be released in person, in accordance with the policies regarding disclosures of PHI.  The following procedures apply:

(a)
Whenever practical, the workforce member handling a call that concerns protected health information shall make efforts to verify the identity of the caller prior to transmitting PHI.
(b)
Calls shall be conducted in a manner that preserves an individual’s privacy to the greatest extent possible.  Doors, windows, and other partitions should be shut when possible.  Care should be taken to limit the volume of one's voice when transmitting PHI, especially if unauthorized individuals are nearby or the information is of a sensitive nature.

(c)
The voicemail system will be password protected to prevent unauthorized access to voicemail messages containing PHI.  Any breach of this security feature shall be immediately reported to the component Privacy Officer.

(d)
When calling a patient, or receiving a call from a patient, information about the medical condition of the individual shall not be disclosed unless the individual’s identity is confirmed.  Also see 45 C.F.R. 164.510 (b)(3)  and related WMU HIPAA Policy, Providing Information to Family and Friends of Individuals Involved in Care which contains provisions about limiting disclosures when the patient is not present. 
(e)
Messages for patients shall not identify the clinical service and shall be limited to the name of the person for whom the message is being left, a request that the person return the call, the name of the individual whom the person may ask for when returning the call, if applicable, and the telephone number where the call may be returned.

4.
Transmission of PHI by facsimile.
PHI may be transmitted by facsimile only when other means of transmission are not feasible.  Minor inconvenience shall not constitute infeasibility.  As the need arises, the component Privacy Officer shall offer guidance on this issue.

(a)
Each department and/or office that handles Protected Health Information shall designate at least one fax machine for the receipt and transmittal of Protected Health Information only.  Only those members of the workforce who have permission to have access to PHI may use the designated machine and review documents received on the machine.

(b)
Designated fax machines shall be located away from fax machines used for routine business, as space allows.  Effort shall be made to locate designated fax machines in low-traffic areas that are less accessible to persons who are not permitted to access Protected Health Information.

(c)
When a designated fax machine will be unsupervised during an extended period of time, for instance, at night, it shall be turned off unless in a locked office so that papers containing protected health information do not accumulate in the fax tray.  

(d)
A standard fax coversheet will be developed by the component Privacy Officer and shall be maintained on hand near the designated fax machines.  It shall be used for every transmission that includes Protected Health Information and shall be filled in completely prior to a transmission.  The standard fax coversheet shall include the information set forth on Attachment A. 

(e)
The following faxing procedures shall be followed:

(i) 
The sender of a fax containing Protected Health Information shall confirm the recipient’s proper fax number.  If protected health information is frequently faxed to a person or Organization, that recipient’s fax number shall be programmed into the designated fax machine to prevent typographical errors.

(ii)
The disclosure via fax shall be documented as a disclosure, in the same manner as all other protected health information, for the purposes of accounting of disclosures. A fax disclosure for treatment, payment or health care operations, or pursuant to an authorization is not required to be accounted for in a formal accounting.
(iii)
Upon learning that a fax containing protected health information has been mis-routed, the sender of the fax shall contact the unintended recipient and request either the return or destruction of the document.  Steps shall be taken to remedy the problem that caused the misdirection.  The sender shall provide written notice to the component Privacy Officer that a mis-routing has occurred.  Each of these steps shall be documented in writing by the sender of the fax and included in an accounting of disclosures.

(f)
One or more members of the workforce shall be assigned responsibility to monitor the fax machine and sort faxes containing PHI.  This employee will sort all faxes periodically to ensure that documents containing PHI are not left unattended on the machine.  Faxes containing PHI shall be promptly delivered to the workforce member who is the intended recipient.    
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ATTACHMENT A

In accordance with the Policy Regarding Safeguards, the following text will be used in the coversheet for all facsimile transmissions containing protected health information:

Confidential Health Information Enclosed

This facsimile contains Protected Health Information that is of a sensitive and confidential nature.  It is being faxed to you for treatment or payment purposes, with the authorization of the patient, or under circumstances where prior authorization is not required.  You are required to maintain this information in a secure and confidential manner and are prohibited from re-disclosing it without first obtaining the patient’s authorization as otherwise permitted by law.  Unauthorized re-disclosure may subject you to federal and state law penalties.

IMPORTANT WARNING: This message is intended for the use of the person or entity to which it is addressed and may contain information that is confidential or privileged, the disclosure of which is governed by applicable law.  If the reader of this message is not the intended recipient, you are hereby notified that any dissemination, distribution, or copying of this information is strictly prohibited.  If you have received this message by error, please notify us immediately and destroy the related message.

Sender’s name, address, telephone number, and fax number;

Recipient’s name and fax number;

Date and time of the fax;

Number of pages transmitted; and

Information regarding the expected verification of receipt of the fax. 
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